Cybercitizens manage their use of information and communication technology (ICT) with integrity and confidence.
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cybersafety rules and
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their experiences with
technology and
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promote cybercitizenship
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networks.

¢ Invite a representative from
a mobile phone company to
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position of copyright holders

and society gelen e Categorise arange of ICT functions of a mobile phone time online of games owned by class * Dlzb?gﬁsﬁues CIeUe) Sfllnd devices such as branding
devices into areas such as and how these could be e Compare fime spent members and include plag and advertising
who uses it and for what used by various groups engaged in similar activities censorship ratings ¢ Investigate the processes
purpose e On a visit fo a shopping which take place offline and that take place when one
centre, airport or other online e.g. playing games, person or device
public place, survey the writing fo friends and family, authenticates to another
range of ICT devices and watching video clips e.g. biometric
their uses authentication, digital
cerfificates
Safe Identify people who can help Describe and use safe Identify risks and use safe Access and use information to | Access and use information to | Investigate the impact of Analyse contemporary
when using ICT and seek their | practices (including practices which help maintain | identify cybersafety risks to identify risks, and develop societal and media influences cybercitizenship issues, and
help when appropriate. identifying people who can both personal safety, and the themselves or equipment, and | strategies for managing on personal safety when using | describe how this analysis
Apply sound help), which maintain safety of equipment when make safe choices when using | cybersafety risks to ICT and practice strategies to could positively influence
personal e Answer questions while personal safety when using using ICT. ICT. themselves or equipment. minimise subsequent risk. personal use of ICT.
viewing role plays or listening | ICT.
Cybersgfety . to stories which address . e Hold a telephone or video e Conduct an ‘audit’ of ICT e Create a list of external e Debate cybercitizenship
(V0] strateaqies which e Draw lines to match a . .
LLI g cybersafety e Create and use a password otential risks with safe conference with an expert equipment at home or (such as peer pressure) and issues such as the use of
= promote personal ¢ Seek help from educators P P . . from the information security school scoring against basic infernal influences which mobile phones in school
D - to access class or school ICT practices designed to . . . .
and other adults in an ECE S . industry security steps affect personal choices e Compare personal beliefs
o safety resources. More able minimise those risks
— setting . : . . e List external sources of help ¢ Analyse media reports of regarding a variety of online with cybercitizenship
04 ehilelien coule SEeie @ 7 [DESEN € Mielie e fof Lse for people in their age grou cybersafety incidents interactions videlines from a range of
— ‘strong’ password online and discuss whether it peop ge group cyber Y . . 9 . 9
— . . S - such as telephone hoflines, involving young people and ¢ |dentify a range of agencies sources and discuss
» Develop a list of people who is ok fo share this information 7 5 . .
<( - . school counsellors, online write alternative outcomes which offer personal health
can be accessed for help in with classmates . :
the event of a cybersafety agencies efc bqseq on odherencg fo fhe and safety services to young
incident principles of cybercitizenship people
R ibl Follow family and group Follow basic guidelines and Contribute to and use basic Research current cybersafety Compare cybersafety practices | Identify the rights and Advocate for individual and
esponsiole ot S S . . y
within peer groups in lieu of responsibilities of users of ICT | collective action which

enhances cybercitizenship.

¢ Write to politicians or
producers of ICT equipment,
software or services with
suggestions for initiatives
which enhance
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a range of sources and
follow up with suggestions for
any found inadequate

© NetSafe 2008




