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Safer Internet Day Parent Presentation Notes
Introduction

This presentation is for businesses, schools and other organisations who would like to host an online safety presentation for parents this Safer Internet Day. The presentation is simple and all of those notes needed are included in this document, or in the notes section of the presentation itself. 
Opening Slide
1. Today is Safer Internet Day – a day celebrated around the world every year. ​
2. It’s a day for everyone to come together to make the internet a better place. ​
3. In New Zealand, Safer Internet Day is coordinated by a New Zealand online safety organisation called Netsafe.​
4. Netsafe offer free online safety help and education in New Zealand and have provided us with this presentation. ​
Slide 1 Notes: Presentation overview
1. This presentation is going to explore a few key topics. ​
2. There are many other online safety topics that you can learn about online. ​
3. Netsafe has free online safety advice on their website netsafe.org.nz 
Slide 2 Notes: Parenting in the digital age
1. Netsafe’s research shows that young people who need help online often do reach out to parents for help.

2. It’s important for parents/caregivers to know how to keep safe - and what to do if something goes wrong online. ​
3. Netsafe’s research also shows that 1 in 5 NZ adults say they know “nothing” or “not that much” about keeping safe and secure online​.

4. Parenting hasn’t changed, but many parents are having to help young people with challenges that they didn’t have when they were the same age. ​
5. We want to help our parents to upskill in online safety, starting with this presentation.​
Slide 3 Notes: A shifting landscape
1. Most New Zealanders are now online, and we are becoming more connected every day. ​
2. In the past, families accessed the online world using a family desktop computer - often with a dial up connection! ​
3. Now with mobile data and new devices like mobile phones, we can connect to the internet almost anytime and anywhere. ​
4. We now need to shift our focus to teaching young people how to be safe online – think of it as another skill set, we help them to develop over time before we take the trainer wheels off or give them a full driver’s license. 
Slide 4 Notes: More time online = increased challenges
1. When we spend more time online, there is a higher chance of coming across challenges. ​
2. It can be easy to think that the online space is too risky or dangerous, so we should stop our children from accessing it. ​
3. But limiting their time online could deny them opportunities to learn how to manage themselves safely online, as well as potentially isolate them from their peers. ​
4. Young people need to spend time online to develop some of the skills and knowledge needed to manage challenges that arise. ​
5. The online world also offers lots of opportunities to explore, learn, create, express and connect with others. ​
Slide 5 Notes: Digital citizenship definition 
1. We hear about digital citizenship in the media and at school, but what does it mean? ​
2. Here is a simple definition of what we should be striving to achieve. ​
Slide 6 Notes: It’s about the behaviour and not the tech
1. When we talk about digital citizenship, we are talking about behaviour rather than technology. ​
2. It’s important to focus on how we interact with one another, the decisions we make, and our responses - rather than just where we are interacting. ​
3. The nature of technology does mean that there are differences in interacting online – for example, we can make a record of online behaviour using features like screenshots. Online content can also be shared very quickly with a large audience using sharing functions. ​
4. But even in these situations, at each stage, there are decisions made by a person and then acted on by that person.
Slide 7 Notes: Limits to technology solutions 
1. What is the role of technology solutions in digital parenting? ​
2. Firewalls and filters can be helpful for keeping young people safe online, but they are not a total solution and have limitations, especially for older kids. ​
3. They may work for younger kids at home or at school, but what happens when young people use someone else’s device, or they log on to the Wi-Fi somewhere else? ​
4. We need to think beyond those protections and look toward building skills and attitudes for when those solutions are not in place or are no longer effective. ​
Slide 8 Notes: Digital native? They don’t learn by osmosis
1. ‘Digital native’ is used in the media a lot – it refers to those who are growing up with digital technology and the internet. ​
2. It can make people think that young people are experts in technology and so they must know how to take care of themselves online.   ​
3. In many ways, they are experts in using technology, but this expertise or outward confidence doesn't necessarily equate to emotional maturity and knowing how to handle online challenges with a human or social element. ​
4. This is why it’s important for parents, caregivers and schools to provide proactive education for young people, and an understanding place to go if they do need help with something online. So, how do we do this? ​
Slide 9 Notes: Educating & supporting young people
1. These are the 5 things we need to do to help keep young people safe online​
a. Showing an interest in what your kids are doing online​
b. Talking about the online word and how to keep safe ​
c. Making plans together about what to do if something happens online​
d. Finding your support networks​
e. Upskilling yourself in online safety​
Slide 10 Notes: Getting interested and involved 
1. Before you can help your child, you need to know what they’re doing online – so ask them what they like about the internet. ​
2. What may seem to parents like “mucking around” on Instagram, may be a way for them to express themselves creatively with photography – or an online game they’re playing might be giving them a sense of accomplishment and being part of a team. ​
3. Young people may think that parents are dismissive of the online activities that are important to them, so try to build trust and a genuine interest in what they’re doing. ​
4. If they feel that you are respectful and understand how they use the internet, they may be more open to working together to stay safe. Knowing what they do online also helps you to better understand what they might need help with. ​
Slide 11 Notes: Having conversations 
1. Although young people will be aware of some online challenges, there might be some that they haven’t even thought about. ​
2. Try to have conversations about the online world frequently – these don’t always need to be formal conversations and can be casual chats. ​
3. You can try to have these conversations around the dinner table or even in the car. ​
4. You could ask their opinion about an online safety article or piece of news you’ve read. ​
5. This could be as simple asking them what they think about privacy online and how they would keep their information private online – or even asking them to help you with your own privacy settings online. ​
6. **We’ve provided some online safety conversation starter sheets for you to try at home (if you have printed these).

Slide 12 Notes: Making a plan
1. Talking to young people about what they would do if something goes wrong online is a good way to prepare them to manage challenges. ​
2. You could try asking them what they would do or what advice they would give if a friend was being bullied or harassed online or if they saw content that upset them. ​
3. Talking about the types of self-help features that are available online is also important. This includes things like reporting content or accounts and blocking people. ​
4. Most major social media sites and many other types of online platforms have online safety centres to help people understand how the platform works and how to keep yourself safe. If you know the apps or website your child uses the most, you can find out about the safety features online – just search the platform name and the words “safety centre”.  ​
5. You can also let them know that they can ask you or another trusted adult for advice, or they could go to Netsafe for free help and advice. 
Slide 13 Notes: Where to get help
1. If something does go wrong online and you need support, it’s important to know where to turn. ​
2. The school: The boundaries between school and home life are more blurred now with digital technology. If you’re having a problem online that involves other students or is happening during school time, you can ask the school for advice. ​
3. Netsafe: Netsafe provides free online safety help and advice for everyone in New Zealand, including parents. They offer information and advice on their website and social media, and they have a dedicated helpline that offers advice. They also take complaints of online bullying, abuse and harassment under the Harmful Digital Communications Act, which we will talk about later. ​
Slide 14 Notes: Increasing your online safety knowledge
1. If you’re not sure what kind of online safety topics you could be upskilling in, here are a few ideas: ​
2. Filtering options​
3. Privacy & privacy settings​
4. Digital footprints ​
5. Online bullying & harassment​
6. Managing screen time​
7. How to disagree respectfully online​
8. Online “grooming” & catfishing ​
9. Gaming online safely​
10. Online pornography & explicit content​
11. Sending nude images (“sexting”) & image based abused​
12. We’ll cover a few of these topics today, but you can find more information about them online or on Netsafe’s website.
Slide 15 Notes: Digital footprint 
1. Your digital footprint is all of the information that people can find out about you online. This can include: ​
a. Public posts and comments on social networking sites. ​
b. Discussions or arguments you’ve been in on public forums. ​
c. Reviews you’ve posted of films or music. ​
d. Videos or images you are named or tagged in.​
2. People finding out too much information can be embarrassing and, in some cases, dangerous. ​
a. Example one: Posting a comment publicly that is rude - it’s possible that a future employer could find it and it could stop them from hiring you. ​
b. Example two: Publicly sharing information about where you live or go to school. ​
3. The best way for people to take control of their digital footprint is to check whether the post or comment you’re making is public or private. Double check your social media settings to make sure that you’re comfortable with the level of privacy there is on your posts and think about the things you’re posting. ​
Slide 16 Notes: How much is too much time online?
1. All screen time is not created equal – an hour of learning or being creative online is much different from consuming an hour of content for entertainment. ​
2. Parents should consider a few things when thinking about how much time their child should be spending online, including: ​
a. How old they are​
b. How they are spending their time online​
c. If the amount of time they spend online is negatively impacting other areas of life​
3. It’s good to talk about screen time with your child and to come up with some boundaries together.  ​
4. If you’re worried your child is spending too much time online, here’s some things to think about: ​
a. Is excessive internet use affecting their sleep?​
b. Is it affecting the quality of their schoolwork?​
c. Has their behaviour changed?​
d. Do they become angry or aggressive if you try to limit their time online?​
e. Are they spending so much time online that other hobbies are becoming less important?​
5. As children get older, it’s our job to help them to manage their own time online. Some questions to help with conversation are:​
a. How much time do you think you spend online in a day?​
b. How can you tell when you’ve been online too long? (E.g. phone starts getting hot, eyes get sore or tired, start to feel unproductive or mood starts to change)​
c. How do you feel when you spend too much time online?​
d. The online space is great, but what are some of the good things about putting down your phone and doing other activities?​
e. What are some ways you could manage your time online or cut down when you need to?​



Slide 17 Notes: Finding Content – often it’s not planned

1. Often young people don’t go looking for harmful or inappropriate content but they stumble across it unexpectedly. It might also be that someone else shows them something inappropriate or upsetting.  ​
2. For example, many online platforms that you can view content on will suggest other similar content that you may like – it’s not implausible for a young person to end up somewhere that they didn’t intend on going. ​
3. It is important that we encourage young people to come to us when they come across something online they find upsetting - they can often be reluctant to come to adults if they feel it was their fault, or that the technology may be taken off them. ​
4. If a young person does come to you, remember to: ​
a. stay calm and take them seriously​
b. avoid assigning blame​
c. provide comfort and assurance​
d. avoid over-reaction by taking away the technology​
e. make sure that they know you are glad they came to you about it​
f. seek help if you need it 
Slide 18 Notes: 1 in 5 young people experience online bullying

1. Many young people will experience online bullying at some point.​
2. Online bullying includes things like: ​
a. name calling online​
b. repeated unwanted online messages​
c. spreading rumours or lies​
d. fake accounts used to harass people​
e. excluding people from social activities​
f. embarrassing pictures, videos, websites, or fake profiles​
3. It is a misconception that online bullying isn’t “as bad” as traditional bullying. Although the behaviour is the same, online bullying can feel very different for a few reasons: ​
a. It can feel very ‘public’ online if it’s happening in public posts or comments. ​
b. It can be shared with a lot of people very quickly with sharing or “tagging”. ​
c. Traditional bullying doesn’t often leave a ‘trail’ or record of the bullying that continues to affect the person. ​
d. It can feel like it doesn’t stop – traditional bullying ended at the school gate, but with mobile phones & laptops it can feel like there is no safe space.​
Slide 19 Notes: Dealing with online bullying

1. Parents can talk to young people about online bullying proactively to help prepare them if it does happen. ​
2. You can talk to them about what it is, if they’ve seen it and what they would do (or what advice they would give a friend) if it happened. ​
3. If a young person is being bullied online, here are some steps to take:​
a. Stay calm: Your child needs to be able to talk to you and know that you’ll be level headed, thoughtful and helpful in your response.​
b. Evaluate the situation: It’s important to know exactly what’s going on before you can work out what to do next. Is it a few off hand remarks, or is it something more serious?​
c. Understand how your child is being affected:  If your child is upset about a situation, let them know that you understand and it’s OK to be upset.​
d. Don’t take away the technology: Taking away your child’s laptop or mobile phone can alienate them from their most important support network – their peers.​
e. Work through a plan together - work on finding a solution for dealing with it together. ​
4. Options for dealing with online bullying include: ​
a. Reporting an account or content to the platform that it’s on​
b. Blocking the people who are bullying​
c. Updating privacy settings, so the bullies can’t see your child’s accounts​
d. If the bullying is by text or phone, blocking that person’s phone number​
e. Contacting the school for assistance if it’s school related ​
f. If you need help about what else you can do you can contact Netsafe help@netsafe.org.nz or call 0508 NETSAFE 0508 638 723 seven days a week.​
5. You can also talk about how to treat others with respect and kindness online too, and what they can do to help if  they see online bullying happening to another person. This could be as simple as reaching out to that person to check if they are OK. 
Slide 20 Notes: Harmful Digital Communications Act

1. In New Zealand, there is a law to help people that was created to tackle some of the ways people use digital technology to harm others. ​
2. This law is called the Harmful Digital Communications Act and it was passed in 2015.​
3. The Act provides ways for people in New Zealand receiving serious or repeated harmful digital communications to get help. ​
4. There are 10 communications principles in the Act that cover what digital communications shouldn’t do (note: these are on next slide) ​
5. There are two ways the Act works: ​
a. The criminal side of the Act which is run by the Police; and​
b. The civil regime which is run by Netsafe. ​
6. The Police can help with severe cases such as encouraging another person to take their own life or having intimate images shared online without your consent. ​
7. Netsafe takes complaints of harmful communications and works with the parties involved to try and reach a resolution. When a resolution can’t be reached, the complainant has the opportunity to take the case to the District Court for further action. ​
8. Netsafe offers anyone in New Zealand free information about the Act, and has information about it on their website – www.netsafe.org.nz

Slide 21 Notes: The 10 Communication Principles

· At the core of the HDC Act are 10 communication principles which define the criteria for which any digital communication may be deemed harmful. ​
· There are three considerations used to determine if a digital communication is ‘harmful’ under the Act: ​
· The communication is directed at an individual (not a group or business); and​
· The communication makes that person feel seriously emotionally distressed; and​
· The communication has or could seriously breach one of more of the 10 communication principles. ​
· Sometimes cases of online bullying, abuse and harassment fall outside of this definition, but Netsafe’s helpline can still offer and advice and suggestions for dealing with these cases as well. ​
Slide 22 Notes: About Netsafe

1. Netsafe is New Zealand’s independent, non-profit online safety organisation. ​
2. They provide free online safety help, support, expertise and education to people in New Zealand.  ​
3. They have a free helpline to give you advice and information about staying safe online which is open seven days a week. ​
4. They have a website with information advice for everyone, including specific sections for young people and parents. ​
5. They also provide regular information through their social media channels and e-newsletter ​
6. You can contact Netsafe anytime – their contact centre is staffed seven days a week and our team can help support you or your child with an incident or give advice.​
Slide 23 Notes: Questions

1. Time for audience questions

Slide 24 Notes: Thank you & wrap

​
​
� About half of 14-17 year olds who experienced unwanted digital communications and sought support, approached their parent or caregiver – Youth Accessing Support Factsheet (https://www.netsafe.org.nz/youth-accessing-support-factsheet-2018/) 


� Annual Population Survey (https://www.netsafe.org.nz/annual-population-survey-2017/)





� One in five (33%) young New Zealanders aged 12-19 have been the target of online bullying (internet and/or mobile) Challenging Risk: NZ High-school Students’ Activity, Challenge, Distress, and Resiliency, within Cyberspace � HYPERLINK "https://researchspace.auckland.ac.nz/bitstream/handle/2292/6775/whole.pdf;sequence=8" �https://researchspace.auckland.ac.nz/bitstream/handle/2292/6775/whole.pdf;sequence=8� 
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