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Foreword 

In 2015 the NZ Government passed the Harmful Digital Communications Act (the Act) to deter, 
prevent and mitigate harm caused by digital communications and to provide victims of harmful 
digital communications with a quick and efficient means of redress.  

The Harmful Digital Communication Act (the Act) recognises that online abuse and 
harassment is not something that can be improved through regulation and enforcement alone. 
In addition to the new tools it created for the Police and the courts, the Act established the not 
for profit Netsafe as the Approved Agency. That makes Netsafe formally responsible for 
attempting to resolve harmful digital communication complaints, for educating New 
Zealanders about harmful digital communications, and for the online safety community serving 
New Zealanders. 

Harmful digital communications are a shared problem requiring a shared solution. 
Understanding New Zealanders’ experiences of harmful digital communications enables 
everybody from government agencies, online content and service providers, to parents and 
teachers to make an informed contribution to improving our digital society. 

At the heart of the Act are the communications principles. This approach to addressing online 
abuse, harassment and cyberbullying is unique to New Zealand. They define what New 
Zealand believes is and isn't acceptable behaviour, and have played a key role in informing 
this study.  

This study confirms that in general New Zealanders agree with the communications principles. 
They particularly value the principles related to some of the most serious online challenges 
(such as encouraging someone to commit suicide or sharing intimate images of someone 
without their permission). 

If it feels like abuse, harassment and trolling are rife online - they are. One third of New 
Zealanders experience unwanted communications each year, and one third of them report 
those experiences negatively disrupting their lives.  

Clearly that is not where New Zealand wants to be as a society. The findings in this study 
reinforce the importance of all the components of the Act. They also reflect the importance of 
us all working together – as an online safety community - to reduce online harm while 
encouraging New Zealanders to take up the opportunities that digital technologies bring. 

 

Martin Cocker 
Netsafe CEO  
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Executive Summary 

In May 2016 the Governor-General appointed Netsafe as the Approved Agency under the Act 
following a recommendation made by the Ministry of Justice (the Ministry). The role of the 
Approved Agency under the Act is to assist New Zealand internet users in dealing with harm 
and distress caused through any form of digital communication such as text messages, 
writing, pictures, audio and video recordings, or other matter that is communicated 
electronically (Harmful Digital Communications Act, 2015). To achieve this, Netsafe has 
statutory functions to provide online safety advice and education to the public and collaborate 
with government agencies and service providers. 

About the Annual Population Survey 

While new technologies offer a number of benefits and opportunities, their use is 
accompanied by challenges and potential risks. This includes the different forms of abuse and 
intimidation that the Act seeks to address. As part of its functions as the Approved Agency, 
Netsafe has conducted the first in a series of Annual Population Surveys (APS). The objective 
of the APS is to gauge attitudes and behaviours and to start monitoring national trends 
regarding potentially harmful digital communications in Aotearoa-New Zealand. 

This report presents the main findings of the 2017 APS. The APS is the first nationally 
representative study that looks at adult New Zealanders and digital communications in the 
context of the Act. Key aspects of the Act - such as the communication principles - and key 
internet safety concepts have informed the development of the research instrument and the 
analysis of its findings. 

The study was planned and administered by Netsafe between February and September 2017. 
An online survey was conducted with a representative sample of 1,018 adult New Zealanders 
(aged 18+) between 30 May and 30 June 2017. Data collection was conducted by Colmar 
Brunton. The maximum margin of error for the whole population is ±3.1% at the 95% 
confidence level.  

The study provides insights regarding New Zealanders’ access to and use of digital 
technologies. It also explores people’s level of awareness of the Act. A key focus of the study 
is to measure participants’ experiences of digital communications, including perceptions and 
experiences of harm and distress in the last 12 months. Finally, the study presents relevant 
insights regarding New Zealanders’ personal responses, and access to services and 
resources to deal with unwanted digital communications as well as potential harm and 
distress.  

As research on adult New Zealanders and their experiences with digital communications is 
limited, the APS provides first-hand research evidence on this subject to government 
agencies, online content and service providers, law enforcement, the research community, 
and the general public. However, considering the evolving nature of new technologies and 
how people engage with digital tools, new online challenges and risks are likely to emerge. 
Thus, the study of the nature and impact of digital communications, including potential harm 
and distress, will remain a relevant but challenging area of research, analysis, and policy 
intervention.  
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Key findings 

NEW ZEALANDERS’ DIGITAL BEHAVIOUR 

1. New Zealanders are highly connected. A large majority connect online using smartphones 
and over 65% use 3 or more devices to access the internet. Also, 1 in 5 spend more than 6 
hours a day online on average.  

2. New Zealanders have an appetite for more information about keeping safe online. Most 
would consider taking further action to protect themselves and others online. Yet, 1 in 5 
lack knowledge about how to keep safe online.  

3. When asked about what the risks of going online are, security (e.g. hackers, viruses, 
malware) is New Zealanders’ primary concern followed by privacy (e.g. loss of or stolen 
personal information) and concerns about online material or behaviour (e.g. online bullying 
or trolling, fake websites). 

4. New Zealanders tend to think the most effective way to keep safe online is to use 
protective software and to update software automatically. While 7 in 10 have taken such 
action in the last year, those who haven’t done so commonly do not know what actions to 
take, or believe they have already done everything they can to protect themselves and 
others. 

AWARENESS OF THE LEGISLATION 

5. The majority of New Zealanders are aware of aspects of the legislation and its provisions 
around digital communications, particularly in relation to the courts’ ability to order the 
removal of harmful content. 

6. However, the lesser known aspects of legislation are the existence of the ten legal 
principles of online communication. 

7. When introduced to the ten principles for communicating online, New Zealanders believe 
that the three most important are: not to encourage someone to harm themselves, not to 
share intimate images of someone without their permission, and not to share indecent or 
obscene content.  

EXPERIENCES OF HARMFUL DIGITAL COMMUNICATIONS 

8. Almost a third of New Zealanders have experienced at least one type of unwanted digital 
communication in the past year. However, this includes a broad range of online 
experiences, from less serious (such as receiving spam) to more serious incidents (such as 
being stalked or threatened online), not all of which are covered by the Act. 

9. Nearly 1 in 10 (9%) of New Zealanders experienced an unwanted digital communication 
that had a negative impact on their daily activities. The two most common negative 
consequences were being unable to participate online as usual and being unable to sleep 
or eat properly.  

10. Most experiences of unwanted digital communications occurred through an email (41%) 
followed by a post in one’s social media page (27%).  
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11. Just over a third (36%) of those who experienced an unwanted digital communication said 
that they were approached by a stranger. 

12. About a fifth (21%) of those who experienced an unwanted digital communication said that 
the experience was also part of a situation happening offline. 

13. The most common emotional reactions among those who received an unwanted digital 
communication were feeling angry, frustrated, and distress. 

14. The greatest impact people experience is caused by digital communications that 
encourage someone to hurt themselves or involve the sharing of intimate images without 
permission. These types of communications have a greater negative impact on a person’s 
ability to do daily activities and take more of an emotional toll on those who receive them. 

ACCESSING SUPPORT SERVICES 

15. Most people experiencing unwanted digital communications do not contact any support 
service. Those who sought support in the last year tended to contact an internet service 
provider or platform to request the removal of content, block the person responsible or to 
make others aware of the issue. Half of those who sought help say the support was 
effective. 

16. When asked to consider the support they may seek if they experience an unwanted digital 
communication in future, the police were most frequently considered as a primary source 
of support (in particular if intimate images are shared online without permission).  

17. Internet service providers tend to be considered helpful in removing content, while 
telecommunications support is thought to be more useful when being stalked online. Most 
people say they would not seek any help if they were to be excluded by a peer group.  
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Introduction 

This section of the APS is divided into two parts. The first is the research landscape. This 
presents a summary of relevant literature regarding adult New Zealanders and digital 
technologies, including access, use, issues, and online risks. The purpose is to provide a 
context for interpreting the APS results and findings. The second part is the research design, 
describing the methodology applied in the study.  

Research landscape 

This section outlines relevant studies conducted in New Zealand and overseas and 
summarises past and recent trends related to the APS subject matter. It provides 
complementary and up-to-date contextual information about research on online challenges 
and risks among adult New Zealanders.  

Digital technologies are ubiquitous with their adoption having rapidly spread among New 
Zealanders.  

Since the inception of these tools several academic and industry-based studies have explored 
aspects such as technology use, access, connectivity and literacy. The latest Household Use 
of Information and Communication Technology survey (Statistics New Zealand, 2013), for 
example, reveals that 4 out of 5 New Zealand homes have access to the internet and that 40% 
of households use more than one device to connect online. A comparative study by the World 
Internet Project New Zealand (WIPNZ) also shows that internet use has steadily grown from 
82% to 90% between 2007 and 2015 (Smith, Bell, Miller, & Crothers, 2016). Similarly, use of 
wireless-enabled devices such as mobile phones and tablets has dramatically increased from 
8% to 87% in the same period. In short, New Zealanders are quick adopters of new 
technologies.  

There are indications that the ‘digital divide’ has narrowed, but inequalities persist.  

To some extent, the digital divide – which mainly refers to the access to digital technologies – 
seems to be decreasing; however there are still issues related to household income and 
ethnicity that prevent some New Zealanders from accessing the internet (Smith et al., 2016). In 
addition, apart from access to technology, the complex nature of the digital divide also 
includes aspects such as capability and participation (Starkey, Sylvester, & Johnstone, 2017) 
that require further attention, especially in regard to their impact on disadvantaged groups in 
New Zealand society.  

New Zealanders’ use of digital technologies is displacing traditional communication channels.  

Similarly, for New Zealanders new technologies are an important means of information and 
communication. The WIPNZ also demonstrates, for example, that the internet has displaced 
traditional forms of entertainment media such as newspapers and television, particularly 
among younger age groups. Social networking sites are playing a critical role as a 
communication medium with instant messaging replacing text as the main means of daily 
digital communication (Smith et al., 2016). 



 
9 

 
Digital technology provides not only benefits but also challenges. 

Digital technologies offer a range of opportunities for social, cultural, civic and economic 
advancement. While a large majority of the population seems to embrace the benefits of new 
technologies, many people must deal with experiences that have a negative impact on their 
everyday life activities, safety and wellbeing. Terms such as ‘cyberbullying’ and ‘revenge porn’ 
have been coined to describe online behaviours and practices intended to harass and cause 
harm. The range of these kinds of behaviours can include – but are not limited to – sending 
threatening messages, spreading damaging or degrading rumours, and publishing intimate 
photographs or videos without permission. New Zealand legislation is addressing these issues 
through the Act which focuses on the “serious emotional distress” caused via electronic 
means (Harmful Digital Communications Act, 2015). Some argue that the inception of the 
internet and related technologies has caused the emergence of these forms of aggressive 
and/or harmful behaviours (Slonje & Smith, 2008). Others assert that what technology does, 
instead, is to mirror, magnify, and make more visible the good, bad, and ugly of everyday life 
(Boyd, 2014).  

Children and young people are the focus of most national and international research into the 
impact of harmful digital communications.  

The current body of knowledge about technology-mediated challenges and harm – via email, 
pictures, videos, and other electronic means – has mainly centred on children and young 
people (Livingstone, Haddon, Görzig, & Ólafsson, 2011; Powell & Henry, 2014; Slonje, Smith, & 
Frisén, 2013). A similar trend has been evident in New Zealand among academics and 
government agencies, especially in the context of school settings (Fenaughty & Harré, 2013; 
Jose, Kljakovic, Scheib, & Notter, 2012; Marsh, McGee, Nada-Raja, & Williams, 2010; Ministry 
for Women, 2017; Netsafe, 2017; Office of Film and Literature Classification, 2017; Raskauskas, 
2009). While there are valid reasons to do research focused on children and young people, 
researchers and practitioners have paid less attention to adults’ experiences with online 
challenges through digital technologies. 

There is a paucity of research into adults’ experience of harmful digital communications. 
Where it exists, it typically focuses on a specific context, such as the workplace. 

Only a few relevant projects based on representative samples of adults have been conducted 
in the United States (Pew Research Center, 2014, 2017; Smith & Duggan, 2018) and Australia 
(Powell & Henry, 2014). Indeed, research on adults has been more context specific, for 
instance, cyberbullying in the workplace (Snyman & Loh, 2015), and more recently from a 
gender perspective, in particular on women’s experiences with image-based sexual abuse, 
also known as ‘revenge porn’ (Bates, 2017; Henry, Powell, & Flynn, 2017). 

In New Zealand, Netsafe believes that the research on adults is still insufficient. Among the 
few was a study requested by the Law Commission in 2012. The study surveyed a 
representative sample of 750 New Zealanders aged 18-70 about their experiences of “harmful 
speech on the internet” – the term was used as an umbrella to describe situations such as 
cyberbullying and harassment, harm to reputation or invasion of privacy (Law Commission, 
2012, p. 33). The findings revealed that 1 in 10 adults experienced harmful speech on the 
internet. The results also showed that rates were higher among young people aged 18-29 
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years old (22%), Māori and Pacific people (19%), and those not in paid employment (17%) (Law 
Commission, 2012). The findings of the study were pivotal for the development of the Harmful 
Digital Communications Act 2015. 

In the Aotearoa-NZ context there has been recent work on young adults’ experiences of 
cyberbullying… 

Recent studies have measured people’s experiences of aggressive and abusive online 
behaviour. However, they have been aimed at specific aspects or have applied different 
methodologies, providing a useful but still partial look at the phenomenon. For instance, the 
New Zealand Attitudes and Values Study conducted by the University of Auckland (Steiner-
Fox et al., 2016) has reported on the state of cyberbullying. Participants were asked whether 
someone has ever used the internet, a mobile phone or a digital camera to hurt, intimidate or 
embarrass them. The study found that 11.5% of the respondents reported having been 
cyberbullied. The findings also showed that cyberbullying was more prominent among young 
adults, especially among those aged 18 or 19 years old (46%) and that 3 in 5 women in the 
same age group have experienced cyberbullying: the highest rate among all groups (Steiner-
Fox et al., 2016). 

…and research that explores women’s experiences of online challenges.  

Similarly, Norton by Symantec, the cybersecurity company, has reported on New Zealand 
women’s experiences with online harassment. The company found that online harassment 
ranged from unwanted contact, trolling, character assassination, and cyberbullying to sexual 
harassment and threats of physical violence, rape and death (Symantec, 2016). Its study found 
that 52% of women aged 18 years old or over have experienced some form of online 
harassment. The rate increased among young women under 30 years old with 72% of 
respondents in this age group having dealt with online harassment. The study adds that 
“harassment is frequently of a sexual nature. 1 in 10 women have experienced graphic sexual 
harassment, rising to nearly 1 in 5 (18%) for women under 30.” (Symantec, 2016, para. 8). In 
addition, respondents indicated that they were harassed online mainly because of their 
physical appearance (19%), weight (16%) and gender (10%). Note that the report did not 
describe how the study was conducted. 

There is a nascent, but developing, body of research on adults’ experiences of online 
challenges, to which the findings of the APS 2017 contribute. 

In summary, while these studies make relevant contributions, measurement of the implications 
of technology-mediated harm and distress in relation to disability and ethnicity, for instance, 
remains neglected. There is a need to assess the current scope of digital harm in the context 
of the Harmful Digital Communications Act 2015. The APS will contribute by providing updated 
data every year from 2017, the baseline year for observing national trends. 
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Research design 

The APS mainly relied on quantitative data collected through an online survey. The planning, 
design, implementation, and analysis of the survey findings were conducted from February to 
September 2017. Further details about the research methodology are provided in the 
following sub-sections. 

OBJECTIVES 

The general objective of the APS was to measure, describe and understand the attitudes, 
behaviours and experiences of adult New Zealanders when using new technologies and 
dealing with harm and distress caused by digital communications. 

The specific objectives of the APS were: 

1. To measure and explain people’s digital behaviour aimed at addressing online harm 
and distress in the last twelve months; 

2. To understand the extent of people’s awareness of their rights and options under the 
Act; 

3. To understand the extent of people’s awareness and use of available services; and 
4. To gauge the extent of people’s perceived personal experiences of harm and distress 

through digital communications. 

SURVEY TOOL 

The APS project primarily collected quantitative data through an online survey. Conducting 
such a survey was an appropriate approach considering the high level of internet penetration 
in New Zealand and the embeddedness of a range of digital tools and devices in the everyday 
activities of NZ users (Crothers, Smith, Urale, & Bell, 2016). In addition, data collected from an 
online survey can be managed easily which facilitates analysis and reporting of findings. Data 
were collected from a representative sample of the New Zealand population, aged 18 and 
over. Netsafe designed the survey questionnaire considering feedback and suggestions from 
the Ministry and Colmar Brunton. The questionnaire included dichotomous, multiple choice, 
and semantic differential questions to measure people’s experiences in the last twelve 
months. The 36-question online survey was conducted from May 30 to June 30, 2017.  

The APS also included the collection of some qualitative data. The reason for gathering this 
was to uncover new issues and insights based on the perceptions and views of the 
respondents.  
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SURVEY POPULATION AND DISTRIBUTION 

A total of 1,018 New Zealanders participated in the online survey. The demographic details 
provided by the participants included information such as age, gender, ethnicity and region. 
Māori and Pacific sub-populations were deliberately ‘boosted’ beyond what would be 
achieved in a random sample to ensure representation. The maximum margin of error for the 
whole population is ±3.1% at the 95% confidence level and assuming a response rate of 50%. 
A detailed description of the demographic profile of the APS can be found below.  

Demographic information regarding disability is presented in the Appendix section. 

To which of the following 
age groups do you 
belong?  

 

 

 

 
 

Which of the following 
ethnic groups do you 
identify with?  

 

 

 

What is your gender? 

 

 
 

 

Base: All respondents (1,018)  
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In which one of the following regions do you live?  

 

Base: All respondents (1,018)  

ETHICS 

In carrying out the APS project, Netsafe adhered to the ethical principles that underpin 
integrity and quality in social research. Ethics were given high consideration at all stages of 
the development of the project. Considering the nature of the study topic, namely digital 
communications and experiences of harm and distress, Netsafe sought to minimise 
disturbance to the survey participants. In this respect, the survey questions were designed to 
avoid harm. Informed consent from the participants was obtained at the beginning of the 
online survey. The participants received information about the purpose of the APS project, the 
name of the institutions behind the study, and an explanation of how the data they provided 
will be protected and used. Netsafe also ensured that Colmar Brunton, the market research 
company in charge of delivering the online survey, had in place protocols to respect and 
safeguard the rights and safety of the participants. Furthermore, contact information for 
support services, such as Netsafe’s helpline, were also provided to the survey respondents. 
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LIMITATIONS 

The following limitations have been identified: 

1. The limitation of surveys in general is that they are used to collect data at a single 
point of time. Hence, they present a snapshot of a particular reality. As this is the first 
survey regarding people’s experiences of harmful digital communications, it will be 
difficult to identify and/or compare trends regarding digital communications until more 
than one survey is conducted. 

2. Although the online survey collected qualitative data, it is necessary to be aware that 
surveys in general cannot fully capture the meanings and perceptions of respondents. 
To cope with this limitation, the qualitative questions in the survey were designed in a 
way that was easy to understand for the respondents, so they felt encouraged to share 
their opinions. The use of semantic differential questions in the online survey also 
helped to minimise this limitation. 

3. Identifying specific challenges for “vulnerable” internet users is limited by the 
complexity of identifying individuals. 
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Survey findings 

This section describes the key findings from the APS survey. It is divided into four parts. The 
first presents findings about adult New Zealanders’ digital behaviour in terms of the access to 
and use of new technologies. The second depicts findings regarding the level of participants’ 
awareness of related New Zealand legislation, namely the Act. The subsequent part reports 
on participants’ experiences of digital communications, including perceptions of harm and 
distress. The final sub-section describes participants’ individual responses as well as access to 
services and resources to deal with the impact of digital communications.  

New Zealanders’ digital behaviour 

FOCAL POINTS  

• Digital technologies people use in their daily lives, how they use them and their 
perceived level of competence 

• People’s biggest concerns and perceived risks about going online 
• Actions people have taken, and plan to take, to protect themselves or others online 

USE OF DIGITAL TECHNOLOGIES 

New Zealanders are highly connected. A large majority connect online using smartphones 
and over 65% use 3 or more devices to access the internet. Also, 1 in 5 spend more than 6 
hours a day online. 

Q1. In the past week, which of the following digital devices have you personally used to 
connect online?  

 

 

 

 

 

 

 

 

 

 

Base: All respondents (1,018) 
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Q2. If you couldn’t use digital devices for a month, how would that affect you? 

 

 

 

 

 

 

 

 

Base: All respondents (1,018) 

Q3. On an average day, how much time do you spend online? 

 

 

 

 

 

 

 

 

 

 

Base: All respondents excluding those who did not answer (967) 
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ONLINE ACTIVITY AND CONTENT CREATION 

New Zealanders most commonly go online to shop or manage financial matters, or to keep 
track of current events. The most enjoyment had online stems from entertainment activities 
such as music, videos or games, and socialising with friends and family. In terms of creating 
original content online, a vast majority do this in the context of communicating directly with 
others via email, text or other message, which also feature as the most enjoyable types of 
content creation.  

Q4. In the last week, which of the following activities have you done using digital devices? 
And of the following activities, which do you most enjoy? 

 

Base: All respondents (1,018) 
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Q5 Which of the following activities have you done in the past week? And which of these 
activities do you do most enjoy?  

 

Base: All respondents (1,018) 

MOST ENJOYABLE ASPECTS OF GOING ONLINE 

For over a third of New Zealanders, the most enjoyable aspects of going online relate to 
access to information and ease of communication.  

“Keeping in touch with family and friends on social media.”  
Female, 50 – 59 years, NZ European  

“Escapism – being able to switch my brain off and watch some enjoyable music, comedy or 
history videos.”  
Male, 40 – 49 years, NZ European  

“I just like being able to search anything I like. If I am unsure about something I can 
Google, if I’m not sure what to cook for dinner I can look online.”  
Female, 18 – 29 years, NZ European  

“Finding different viewpoints on all controversial news matters.” 
Female, 30 – 39 years, Māori  

“Researching things of interest and playing Sudoku and other online puzzle games.”  
Female, 40 – 49 years, Pacific  
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Q6. Thinking now about all of the activities you do online, please describe what you most 
enjoy about going online1.

 

Base: All respondents (1,018) 

                                                   

1 Categories in bold show general themes, with more detailed description below. Categories mentioned by less 
than 4% are not shown. 
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BIGGEST CONCERNS AND PERCEIVED RISKS ABOUT GOING ONLINE 

For a slight majority of New Zealanders (51%), the biggest risk when going online relates to 
security issues such as hackers, viruses and malware. Privacy concerns are also prevalent 
among a quarter of those surveyed.  

“Blurred lines between trustworthy and damaging websites and/or news channels.” 
Female, 50 – 59 years, NZ European/Māori  

“Due to the anonymity online, people don't treat others with respect and try to shut down, 
debate and bully those who they disagree with.” Male, 18 – 29 years, NZ European  

“Security in online purchasing, privacy in websites and tracking my use of them.” Female, 
40 – 49 years, Pacific  

“Safety, security, privacy – that my personal information is being hacked or shared without 
my permission.” Female, 30 – 39 years, Māori  

“Viruses and cyber attacks.” Male, 40 – 49 years, Asian 
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Q7. In general, apart from the speed of your internet connection, what do you consider to be 
the main challenges or risks of going online?2  

 

Base: All respondents (1,018)  

                                                   

2 The definitions of these general themes can be overlapping. Categories mentioned by less than 4% are not 
shown. 
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DIGITAL COMPETENCY 

While more than 7 in 10 New Zealanders say they rarely require assistance when using 
technology, 1 in 5 know little or nothing about keeping safe online. More than 4 in 5 contribute 
positively and respectfully online and know how to search the internet to find what they want. 

 
Q8. Which of the following best describes your experience when using digital devices?  

  

 

 

 

 

Base: All respondents (1,018)  
 

Q9. How would you rate your personal knowledge about keeping safe and secure online? 

 

 

 

 

 

 

 

 

Base: All respondents (1,018) 
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Q10. On a scale of 1 – 5, with 1 being strongly disagree and 5 being strongly agree, how would 
you rate the following statements… 

 

Base: All respondents (1,018) 

Males and those aged under 40 are less likely to require assistance when using technology 
and rate their personal knowledge of online safety more highly than others. Those aged over 
70 tend to have more difficulty with technical competencies such as searching online, filtering 
appropriate content, and managing online challenges such as privacy and security.  
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ACTION TAKEN TO PROTECT SELF OR OTHERS ONLINE 

7 in 10 New Zealanders have taken action in the past year to protect themselves or others 
online, most commonly because they were concerned about online security issues or wanted 
to avoid approaches from others. Those who haven’t taken recent action tend to either 
believe they have done everything they can to protect themselves, or do not know what 
actions to take. Those under 30 are less likely to have taken protective action.  
 

Q11. In the last 12 months, have you taken any action(s) to protect yourself or others from 
potential risks or harm online?  

 

 

 

 

 

 

Base: All respondents (1,018)  

Q11.a And which of the following describe(s) your reasons for taking action(s)? 

 

 

 

 

 

 

 

 

 

 

Base: Respondents who have taken action to protect self or others online in last 12 months (705) 
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Q11.b And which of the following describe(s) your reasons for not taking action to protect 
yourself and others online?  

 

 

 

 

 

 

 

 

 

Base: Respondents who have not taken action to protect self or others online in last 12 months (218) 
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Q12 Please describe any action(s) you have taken in the last 12 months to protect yourself and 
others from potential risks or harm online. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Base: Respondents who have taken action to protect self or others online in last 12 months (705) 

 

A small majority of New Zealanders have improved their online security or privacy settings, or 
have used protective technology to protect themselves and others. Three quarters of those 
who have taken protective actions believe their actions were effective.  

People believe their actions to have been more effective at protecting them online when they 
have bought or installed protective software, or if protective software automatically updates. 
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Q12.a Overall how effective do you think these actions were? 
 

 

People are more likely to 
consider actions effective when 
they have bought or installed 
protective software, or if they 
have ensured their protective 
software is automatically 
updated. 

 

 

 

 

 

Base: Respondents who have taken action to protect self or others online in last 12 months (705) 
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CONSIDERATION OF FUTURE PROTECTIVE ACTIONS 

Almost 9 in 10 New Zealanders would consider taking more action to protect themselves and others online in future. More than a third would 
consider keeping up-to-date with security risks, improving privacy settings or learning more about online safety to keep themselves and 
others safe online.  

Those under 40 are more likely to consider changing the information they share online or the way they use the internet or technology, while 
those over 40 tend to prefer keeping informed about security risks and learning more about online safety.  

Q13. Now thinking ahead to the next 12 months, which of the following precautions would you consider taking to protect yourself and others 
from potential online risk or harm? 

 

Base: All respondents (1,018)
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Awareness of the legislation 

FOCAL POINTS  

• People’s awareness of aspects of the Harmful Digital Communications Act 2015 
• The principles that people believe are most important when communicating online 

MOST IMPORTANT PRINCIPLES WHEN COMMUNICATING ONLINE 

New Zealanders believe that the three most important principles for communicating online 
are: not to encourage someone to harm themselves, not to share intimate images of someone 
without their permission, and to avoid sharing indecent or obscene content.  

Those over 60 place the most importance on communications not containing indecent or 
offensive content or false information about someone, while those under 30 tend to place 
greater importance on communications not being a threat to a physical safety (such as by 
threatening someone or encouraging self-harm). 
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Q14. Below is a list of ten statements about what digital communication should NOT be or include. Please select the three statements you consider 
to be most important.  

 

Base: All respondents (1,018) 
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AWARENESS OF LEGISLATION 

The majority of New Zealanders are aware of aspects of the legislation around digital communications, particularly in relation to the courts’ ability 
to order the removal of harmful content. The lesser known aspects of legislation are the existence of legal principles in online communication and 
that it’s illegal to incite someone to suicide regardless of whether they take action. 

Those under 30 have greater knowledge that a district court can order the removal of harmful online content and that there are legal principles to 
follow when communicating online. 

Q15. Now thinking about your rights and responsibilities under current New Zealand legislation, please indicate whether you think the following is 
true or false.  

 

Base: All respondents (1,018) 
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Experiences of harmful digital communications 

FOCAL POINTS  

• Prevalence of unwanted digital communications, including those that cause harm 
• Relationship between sender and receiver of unwanted digital communications 
• Channel(s) that unwanted digital communications were received through 
• Whether people’s online experiences are part of a wider issue happening offline 
• Emotional and behavioural impacts of the experience 

NEW ZEALANDERS’ EXPERIENCE OF UNWANTED DIGITAL COMMUNICATIONS 

Almost a third of New Zealanders have experienced at least one type of unwanted digital 
communication in the past year, with around 1 in 6 people having experienced more than one 
type. However, the survey measures a broad range of online experiences, not all of which is 
covered by the Harmful Digital Communications Act.  

Q16. In the last 12 months, have you personally received an unwanted digital communication 
(e.g. email, text, photo, video, or online comment) that…  

 

Base: All respondents (1,018)  
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Only 1 in 10 (9%) experienced an unwanted digital communication which had a negative 
impact on their ability to perform daily activities. For those who haven’t personally 
experienced an unwanted digital communication, 1 in 10 have witnessed an incident of this 
happening to someone close to them.  

Those over 60 are less likely to have experienced unwanted digital communications, but 12% 
of those who haven’t personally experienced unwanted communications have witnessed such 
an incident happening to someone close to them. 
 

Q17. And in the last 12 months, have you seen or heard about an unwanted digital 
communication (e.g. email, text, photo, video, or online comment) about someone you know 
(friend, family or colleague)? 

 

Base: All respondents (1,018) 
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PROXIMITY TO SENDER OF UNWANTED DIGITAL COMMUNICATION 

Half of unwanted digital communications are sent by a stranger or someone unknown to the 
receiver, while only 1 in 5 unwanted communications come from someone the receiver knows 
well.  

Those under 30 are more likely to be sent unwanted digital communications by an 
acquaintance, while those aged between 30 and 40 tend to have been sent such 
communications by a friend. Pacific people are particularly likely to know the sender very well. 
 

Q18. Who was the person that sent this communication?  

 

 

 

 

 

 

 

 

 

 

 

 

Base: Respondents at least one incident of unwanted digital communications in the last year (337) 
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Q18.a And how well do you know the person that sent this communication? 

 

Base: All respondents (1,018) 

CHANNELS FOR UNWANTED COMMUNICATIONS AND CONNECTION TO OFFLINE EVENTS 

Unwanted digital communications are most commonly sent by email, followed by posts on 
social media. These communications tend to be confined to online interactions with about 1 in 
5 connected to a wider issue that was happening offline.  

Q19. Where did this experience of harmful digital communication occur? 

 

Base: Respondents experiencing at least one incident of unwanted digital communications in the last year (337) 
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Q20. And was this experience part of a wider issue that was happening offline? By offline we 
mean in a physical environment, such as through face-to-face interactions.  

 

 

 

 

 

 

 

 

Base: Respondents experiencing at least one incident of unwanted digital communications in the last year (337) 

IMPACT OF UNWANTED DIGITAL COMMUNICATIONS 

In a third of cases unwanted digital communications did not have a negative emotional impact. 
Further, 7 in 10 cases did not negatively affect a person’s ability to do everyday activities.  

Those under 30 more commonly describe their emotional reaction as feeling insecure, lonely 
or excluded, while males more frequently say they were not affected. 
 

Q21. Which of the following describes your emotional reaction to this experience?  

 

 

 

 

 

 

  

 

Base: Respondents experiencing at least 
one incident of unwanted digital communications in the last year (337) 
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Q22. As a result of this experience, what was the impact on daily life? 
 

 

 

71% were not negatively 
affected by the unwanted 
digital communication. 

 

 

 

 

Base: Respondents experiencing at least one incident of unwanted digital communications in the last year (337) 
 

The most impact was experienced from receiving communications that: 

• tried to get you to hurt yourself (21% experienced no negative impact); 
• shared intimate images or recordings of you without your permission (26%); or 
• came from people that had been encouraged by someone else to try to harm you 

(27%). 

The least impact was experienced by communications that: 

• were just one of many unwanted communications received from the same person 
(67% experienced no negative impact); 

• included violent or sexual content that was indecent or obscure (65%); 
• made an unwanted sexual advance (63%); or 
• said offensive things about you, your lifestyle or personal beliefs (55%). 
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Accessing support services 

FOCUS OF INQUIRY  

1. The types of responses that people have to receiving unwanted digital communications 
2. How effective their responses were in mitigating the impact of the situation 
3. Which support services did people access and how effective they were 
4. The support services that people may consider using in future 

RELATIONSHIP BETWEEN RESPONSES TO UNWANTED DIGITAL COMMUNICATIONS AND 
PERCEIVED EFFECTIVENESS 

The most common response to receiving an unwanted digital communication is to either 
ignore the situation or to block the person responsible. Of those who did not ignore the 
situation, 6 in 10 considered their response to have effectively changed the situation.  

Q23. How did you respond to this experience in order to change the situation?  

 

 

 

 

 

 

 

 

 

 

 

 
Base: Respondents experiencing at least one incident of unwanted digital communications in the last year (337) 
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Q24. And, overall, how effective was your response(s) at changing the situation?  

 

 

 

Responses tended to be perceived 
as ineffective because it is hard to 
change others’ online behaviour or 
the content was still visible to others.  

 

 

 

 

 

Base: Respondents experiencing an unwanted digital communication and did not ignore the situation (224). 
 

“Facebook's community standards are very loose - very little that is detrimental to people 
is taken seriously."  
Female, 18 – 29 years, NZ European/Pacific, Reported the person responsible to the website 
or online service 

“I didn't want to go to the level of changing emails or phone numbers to avoid being 
contacted."  
Male, 18 – 29 years, NZ European, Withdrew from the site, social media, or online forum 

“Kept getting emails of a similar nature from different email addresses."  
Female, 40 – 49 years, Māori, Unfriended or blocked the person responsible 

“Can't change people or stop them from finding alternative ways to harm you."  
Male, 40 – 49 years, Asian, Changed username or deleted profile and unfriended or blocked 
the person responsible 

"To an extent the people who write these emails believe what they are writing to be true."  
Male, 50 – 59 years, NZ European, Confronted the person online and reported the problem to 
law enforcement  
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USE OF SUPPORT SERVICES 

Most of those who have experienced unwanted digital communications do not involve support 
services (82% did not contact a support service). Those who have sought support in the last 
year tend to have contacted an internet service provider or platform to remove the content, 
block the person responsible or make others aware of the issue.  

Q25 Did you contact any of the following services in order to help you? Which of the following 
did you rely on as your main source of help or support? 

 

Base: Respondents experiencing at least one incident of unwanted digital communications in the last year (337) 

 

 

 

 

 

 

* 14% also sought help from family, friends, mental health services and general computer 
support services. 

 

Q26. Please describe your reasons for choosing to contact the support service. � 
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Base: Respondents who had used a support service to help them (62) 

 

Q27 And how helpful was the support you received? In your own words, could you explain 
why the support you received was not helpful? 

 

 

 

 

 

 

 

 

 

 

 

Base: Respondents who 
had used a support service to 

help them (62) 
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"They said the comment did not go against their policy."  
Female, 18 – 29 years, NZ European. Sought help from an Internet service provider/platform 
after someone said offensive things about them, their lifestyle or religious or political beliefs  

“The response was that the content was already removed. No response about them 
contacting the person responsible."  
Female, 30 – 39 years, NZ European. Sought help from an Internet service provider/platform 
after seeing violent or sexual content that was indecent or obscene 

“They did not seem to know what could be done."  
Female, 60 – 69 years, Māori. Sought help from a lawyer after someone “maligned their 
reputation” 

“He gets talked to by police and then retaliates."  
Female, 60 – 69 years, NZ European. Sought help from police due to being excluded from a 
peer or friendship group 

"No feedback or action was taken even though evidence was provided."  
Male, 40 – 49 years, NZ European. Sought help from an Internet service provider/platform 
after someone made a false allegation about their personal or professional life 

 

FUTURE CONSIDERATION (FOR THOSE WHO HAVE NOT EXPERIENCED UNWANTED 
COMMUNICATIONS) 

Those who had not experienced unwanted digital communications were asked who they 
would turn to for help if they received an unwanted online message in the future. The police 
are considered the primary source of support for dealing with unwanted digital 
communications, with more than a quarter considering the police to be the first port of call.  

The police are considered the primary source of support when dealing with intimate images 
being shared online without permission. Internet service providers are considered most 
helpful in removing online content, while telecommunications support is thought to be more 
useful when being stalked online. Most people say they would not seek any help when 
excluded by a peer group.  
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Q28 Imagine that you received an unwanted online message. Who would you turn to for help? 
And who would you turn to for help first? 

 

Base: All respondents, excluding those personally experiencing each type of unwanted digital communications in 
the last year (1,011) 
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Conclusion 

This report has presented the main findings of a nationally representative study about the 
experiences, attitudes, and behaviours of New Zealand adults regarding new technologies 
and digital communications. The study is the first conducted in the context of the Harmful 
Digital Communications Act 2015 and aims at gauging trends in the subsequent years. 

Similar to prior research (Smith et al., 2016), the findings confirm that adult New Zealanders 
are embracing digital technologies, particularly mobile tools, to support a range of everyday 
activities such as shopping, learning, entertaining and socialising. Similarly, New Zealanders 
regard themselves as confident users of technology. As they mainly connect online through 
smartphones and laptops, New Zealanders are actively participating in what Rainie and 
Wellman (2012) call the mobile revolution. However, there is still a need to provide them with 
resources and services to manage online challenges and potential risks. The findings show 
that most New Zealanders think that the best way to be safe online is through protective 
software, which suggests that other forms of non-technical behavioural change might still 
need to be encouraged. 

An interesting finding is that the majority of New Zealanders are aware of some aspects of the 
legislation around digital communications such as the courts’ ability to order the removal of 
harmful content and the illegality of posting online content that deliberately causes someone 
harm. This reported level of awareness regarding New Zealand legislation is promising. Also, 
while most New Zealanders were not familiar with the specifics of the communication 
principles in the Act, their views of what behaviour is important online is generally well aligned 
with them. For example, they particularly agreed that digital communication should not 
encourage someone to harm themselves, share intimate images of someone without their 
permission, or include indecent or obscene content. While the study did not explore in detail 
the drivers of these results, the findings do provide us with clues to explain them. For instance, 
adult New Zealanders’ interest in knowing about online safety (e.g. 70% of participants have 
taken actions to avoid online risks and harm). In addition, outside of this report factors such as 
media attention to individual cases of harmful and risky experiences online might have played 
a role. 

The most important findings regard the impact of digital communications, which are diverse 
and complex. The study explored experiences with unwanted digital communications: an 
umbrella term encompassing a range of digital communications that are unsolicited and may 
or may not cause harm or distress. They include a broad range of experiences such as 
receiving spam, excluding someone from an online group, or being threated or intimidated. 
The findings reveal that nearly a third of respondents have experienced at least one type of 
unwanted digital communication in the last 12 months. The study also found that 9% of adult 
New Zealanders said they were negatively affected by unwanted digital communications to 
the extent of being unable to perform daily activities such as participating online as usual and 
sleeping or eating properly, reflecting the seriousness of some of the events reported. 

In addition, those negatively affected by digital communications were mainly unable to 
participate online in the way they usually did and were unable to eat or sleep properly. The 
findings also show that most New Zealanders experience a range of emotional reactions 
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when faced with unwanted digital communications which include being angry, frustrated, 
distressed, or embarrassed, among others. Thus, while public attention has focused on young 
people, it seems easy to forget that adults can also be affected by digital communications, 
sometimes with devastating outcomes. The APS provides researchers, policy makers, and the 
general public with up-to-date insights to understand the impact of unwanted digital 
communications on adult New Zealanders. 

As New Zealand legislation regarding digital communications is unique, it is not possible to 
establish comparisons with international research particularly because of the different 
methodological approaches and definitions used to study people’s experiences with 
unwanted and harmful online behaviours. Another reason that makes it difficult to compare 
findings is that research has focused on specific aspects such as cyberbullying and/or online 
harassment. In addition, people’s experiences of digital communications, and personal 
understanding of what counts as harmful or distressing in the online environment, can differ 
from one person to another. Recent international research (Smith & Duggan, 2018) supports 
this point, finding that people are divided over certain behaviours constituting online 
harassment while agreeing about others. 
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Appendix 

Additional demographic information 

Which of the following best describes your highest educational attainment or qualification? 

 Highest educational qualification Percentage 

Post-graduate qualification  13% 

University degree 27% 

Trade qualification 8% 

Tertiary diploma/certificate that does not 
require degree 22% 

High school qualification 22% 

No qualification 6% 

Unsure 1% 

Base: All respondents (1,018) 

Which of the following best describes your annual household income, before tax? 

 Annual household income Percentage 

$20,000 or less 4% 

$20,001 - $30,000 5% 

$30,001 - $50,000 13% 

$50,001 - $70,000 15% 

$70,001 - $100,000 19% 

$100,001 - $150,000 16% 

$150,001 or more 8% 

Base: All respondents (1,018)
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Does a health problem or a condition you have (lasting 6 months or more) cause you difficulty 
with, or stop you from… 

 Long-term health problems Percentage 

seeing, even when wearing glasses or 
contact lenses 4% 

hearing, even when using a hearing aid 3% 

walking, lifting or bending 14% 

using your hands to hold, grasp or use 
objects 4% 

learning, concentrating or remembering 4% 

Base: All respondents (1,018) 

Do you have a long-term disability (lasting 6 months or more) that stops you from doing 
everyday things other people can do? 

 Long-term disability  Percentage 

Yes 11% 

No 89% 

Base: All respondents (1,018) 


